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A B S T R A C T

Due to the increasing occurrence of extreme weather events and cyber threats in electrical distribution systems
(EDS), it is of paramount importance that power system planning and operations develop and enhance
the system’s resilience. Several researchers have proposed various resilience metrics, but a comprehensive
metric is still necessary that integrates multiple dimensions of resilience, such as robustness, adaptability, and
recovery, which are specific to the characteristics of EDS. This paper proposes a novel framework for resilience
evaluation with a holistic metric that takes into consideration both the topological constructs from complex
network parameters and the electrical service requirements. The proposed metric follows the resilience analysis
process, a risk-based decision-making technique that contains six steps for assessing system performance. The
resilience evaluation facilitates a quantitative analysis that evaluates the impact of control decisions, providing
a proactive and resilient operation of distribution systems. A systematic approach for the enhancement of
resilience in EDS is proposed by efficiently integrating distributed energy resources (DERs) and automated
switches, resulting in high resilience scores above 90%. To demonstrate the performance of the proposed
methodology, the algorithm is applied to a modified IEEE 123 node test feeder and tested for various cases
of DER integration and additional switches, increasing the system resilience from 56% to 93%. The proposed
framework effectively selects the most resilient network configuration under an extreme event for initial service
restoration, increasing the resilience of the system from 2% to 23% depending on the extent of damage
to the infrastructure and availability of resources. This quantifiable metric proves to be a valuable tool for
resilience-based planning and operation.
1. Introduction

To fulfill the demands of consumers, utilities, and society, electrical
distribution systems are required to be reliable and resilient. Unin-
terrupted and consistent power supply is essential for various crucial
loads, including industrial production, fire stations, national security,
trade, public transportation, hospital operations, and communication.
However, the increasing frequency of events that cause severe natural
disasters has exposed vulnerabilities in the EDS [1]. The occurrence
of power disruptions that are triggered by severe weather conditions
leads to substantial economic setbacks, poses threats to public safety,
and disrupts essential services. This work aims to tackle the important
task of strengthening the EDS to guarantee a continuous power supply
during disruptive events [2].
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Natural disasters, like storms and hurricanes, seriously threaten
power systems, causing extensive damage and prolonged outages. For
example, hurricane Sandy in 2012 affected 4.2 million customers who
faced a 10-day power outage, and Hurricane Maria in 2017 affected
3.6 million residents in Puerto Rico [3]. In 2020, the United States
experienced a record-breaking year for power outages, as revealed by
an analysis from the Energy Information Administration (EIA) [4]. As
of 2021, the trend continues, with hurricane Ida causing power losses
for 1.2 million customers across eight states and a sudden cold snap in
Texas in February affecting over 4.5 million customers. In November
2023, Storm Ciarán left over a million people in France without elec-
tricity, highlighting the critical need for enhanced resilience in power
systems [5]. It affected France, the Channel Islands, and southern
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England, leaving over a million people without electricity. France’s
northwest department of Finistère was affected the most, where winds
exceeded 120 kph (75 mph) and gusts surpassed 200 kph (124 mph),
esulting in power outages for 1.2 million people. The northwestern

region of Brittany faced the brunt, with 780,000 affected individuals,
while the southwestern county of Cornwall recorded 8,500 people
without power.

In the summer of 2010–2011, Queensland, Australia, faced ex-
tensive flooding, causing significant damage to six zone substations,
as well as numerous utility poles, transformers, and overhead ca-
bles [6]. This, in turn, resulted in electricity disruptions for approx-
mately 150,000 consumers. During January 2023, California faced
ounds of heavy rain, wind, and snow, leading to flood alerts and power
utages affecting more than 19,000 customers [7]. In August 2023,
eavy rain in Ottawa, Canada, resulted in approximately 24,000 cus-
omers losing power. Within three hours, the situation improved, with
stimates indicating that fewer than 1,000 customers remained without
ower [8]. Following the heavy rain, Hydro Ottawa deployed about

225 work crews to restore power to those affected and address over
725 different outages. Although the restoration process is generally a
multi-day effort, they managed to significantly reduce the number of
customers without power within three hours. The quick recovery is
attributed to Hydro Ottawa’s efficient detection and restoration process,
which includes assessing the damage, repairing main transmission lines
and substations, and then addressing local lines to homes and busi-
nesses. Extensive losses have been experienced from the wildfire events
where severe wildfires engulfed California in early September 2020,
wreaking havoc on the state’s solar power production and causing a
ubstantial drop of nearly one-third in solar generation. As the state
s heavily dependent on solar installations for almost 20 percent of its
lectricity, this caused a significant setback [9].

Such incidents have a severe impact on energy infrastructure, re-
ulting in significant challenges in maintaining electricity supply. These
xamples highlight not just the vulnerability of power systems to
atural disasters but also the critical difference between reliability and
esilience in EDS [10]. Reliability refers to the ability of the electrical

grid to deliver power continuously under normal operational condi-
tions, while resilience is about the grid’s ability to prepare for, respond
o, adapt, and recover from adverse events that cause disruptions. In the
ace of extreme events, enhancing resilience means strengthening not
nly infrastructure against potential damages but also quick restoration
apabilities, as demonstrated by Hydro Ottawa’s rapid response fol-
owing heavy rains. Building resilient power systems involves strategic
lanning, robust construction, and adaptive operational practices that
an mitigate the impact of these disruptions, thereby ensuring a more
ecure and stable power supply in increasingly uncertain environmental
onditions.

2. Power grid resilience

2.1. Background of resilience

Resilience was initially introduced by C.S. Holling in 1973 as a
measure of how well a system endures and adapts to changes and
disruptions with its interactions between populations or state vari-
ables [11]. In 2002, Lachs worked to restore and protect the stability
of the power grid during challenging events [12]. From 2000 to 2016,

ost of the research emphasized in improving the reliability of the
ower grid. However, in comparison to reliability, the exploration of
esilience is still in its initial phases. Despite the presence of multiple

definitions, establishing a universally accepted one remains a chal-
lenge. The scope of resilience includes risk assessment, anticipation,
adaptability, reliability, recovery, and robustness, as it is crucial to
acknowledge events with low probability but high potential impact.

Another more systematic understanding of the stages concerning
esilient operations and the resilience trapezoid has been investi-
ated [13,14]. The resilience trapezoid, illustrated in Fig. 1, offers
 b

2 
a detailed examination of the resilience state when facing disruptive
vents. A resilient system has capabilities to prevent, absorb, recover,
dapt, and resist, which shows how a system responds to an extreme
vent with minimal disruptions in its operations. The goal is not only
o bring the system back to its initial operational state but also to
ake sure it becomes less susceptible to similar occurring events [15].

Additionally, Fig. 1 illustrates a pair of curves that evaluate system per-
formance, one based on the infrastructure properties and the other on
the service delivered to critical loads. The proposed metric synthesizes
these two perspectives, resulting in a robust resilience assessment tool
for EDS. This combined metric takes into account not only the critical
load demand but also the physical robustness of the network, offering
a holistic evaluation of an EDS’s resilience.

In 2022, the IEEE task force proposed a comprehensive definition
of power system resilience aimed at capturing the essence of the
rid’s ability to endure and respond to adverse circumstances. The
efinition [15] is as follows: ‘‘Power system resilience is the ability to

limit the extent, system impact, and duration of degradation in order to
sustain critical services following an extraordinary event. Key enablers
for a resilient response include the capability to anticipate, absorb,
rapidly recover from, adapt to, and learn from such an event. Extraor-
dinary events for the power system may be caused by natural threats,
ccidents, equipment failures, and deliberate physical or cyber-attacks."

This definition highlights the power grid’s ability to endure and
bounce back from exceptional events, covering natural threats, acci-
dents, equipment failures, and intentional attacks. It aims to provide
ninterrupted supply to critical loads like national security, industrial
roduction, hospital operations, public transportation, and communi-
ation networks. This work used the above-mentioned definition for
he evaluation of the resilience of the power distribution system. It
s characterized by the network’s capability to withstand interruptions

in power supply to critical loads (CLs) during challenging operating
conditions and its ability to recover from any damages incurred during
adverse events.

Extensive work has been done to justify control strategies, algo-
ithms, and actions in the distribution management system when re-

sponding to extreme events. Various resilience metrics have been pro-
posed to quantify the feasibility of planning decisions [16–21]. How-
ver, existing metrics do not follow the resilience analysis process
RAP) outlined by Sandia National Laboratories [22]. The RAP encom-
asses six primary steps for assessing system performance, as shown

in Fig. 2, providing a structured methodology for improving critical
system resilience and guiding investment strategies. In addition to these
teps, the resilience metric needs to be useful, comparable, applica-
le across operations and planning, applicable and scalable, quanti-

tative and qualitative, incorporate uncertainty, consider a risk-based
approach, and consider recovery time [22].

2.2. Literature review

2.2.1. Existing resilience metrics
Traditionally, the evaluation of an EDS performance over an ex-

tended period relies on reliability metrics such as system average
interruption duration index (SAIDI), system average interruption fre-
quency index (SAIFI), and momentary average interruption frequency
index (MAIFI) [2], which are designed to measure how effectively the
ystem delivers power to all connected loads. However, in extreme

adversity, prioritizing power supply to critical loads before addressing
non-critical ones becomes crucial [17,18]. This capacity of the system
o ensure uninterrupted power supply to critical loads during severe
nd unfavorable events is referred to as ‘‘resilience’’ and adequately
ssessed using traditional reliability metrics [16]. However, numerous

quantifiable metrics for network resilience estimation have been pro-
posed in the literature [23–25]. In [1], a resilience metric was proposed
hat includes topology-based and feasible-network-based parameters,
ut it does not account for all possible paths available to supply critical
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Fig. 1. Typical curve for system response to an extreme event [15].
Fig. 2. Illustrates the sequential stages of the RAP [22].
loads during extreme events. Another method is proposed to quantify
the resilience of a power distribution system using percolation theory
and complex network analysis [21]; the resilience is estimated based
on topological network, the failure rate of network equipment, power
flow feasibility, and intensity of a threat.

A quantitative model and metric for the resilience of EDS is devel-
oped [24]; availability is considered a basic measure, and brittleness
and resistance are defined as key resilience-related principles. Also, a
real-time resilience framework based on the analytical hierarchy pro-
cess is used for the analysis and design of energy storage with different
power-to-energy ratios [17]. Resilience computation involves repre-
senting the power system as a graph and computing graph-theoretic
parameters such as the fraction of damaged nodes, algebraic con-
nectivity, graph diameter, characteristic, betweenness centrality, and
redundancy coefficient [17]. Graph-based models may assume a certain
level of homogeneity in the power system, treating all nodes and
components equally.

In reality, there may be variations in the criticality of different
components, and their resilience may vary. Failing to account for this
heterogeneity could lead to inaccurate resilience assessments. Other
proposed metrics include branch count effect, overlapping branches,
switching operations, repetition of sources, path redundancy, and prob-
ability of availability and penalty factor [25]. A resilience framework,
named anticipate, withstand, and recover (AWR), is formulated for
monitoring system resiliency [19]. The framework is designed to be
applicable before, during, and after extreme events, covering the entire
event progression. A conceptual resilience curve is presented, illustrat-
ing the expected outcomes of the proposed AWR metrics, including
delayed impact, reduced impact, enhanced recovery performance, and
better post-event performance. Factors impacting resilience are iden-
tified based on system characteristics and attributes at each stage
3 
of event progression. However, formulation and implementation of
this resilience framework could introduce complexity, pose challenges
during the implementation phase, and require significant resources and
expertise.

A quantitative comparison of each resilience metric is limited due
to intrinsic differences in their design, scope, and focus areas. However,
to the best of scope, Tables 1 and 2 provide a detailed comparison
of the proposed resilience metric with existing metrics. These metrics
often rely on different units of measurement or scales, making direct
numerical comparison unfeasible. Metrics M1, M3, M4, M5, M6, and
M7 are unitless and fall within the range of [0,1] for M1, M4, M6,
and M7. Similarly, for M2, M3, and M5, the minimum value for the
resilience score is zero, and they do not have an absolute upper bound
within the formula itself but are limited by the power constraints of
the network. Therefore, a direct quantitative comparison is constrained.
Thus, Tables 1 and 2 provide a detailed comparison of resilience metrics
in the prior art with our proposed metric, covering all aspects and
dimensions of resilience. This comparison allows for a better assessment
of the evaluation criteria and considerations of each resilience metric
in the distribution system, providing an overview of each metric’s
strengths and limitations, as detailed in Table 2. Each of these metrics
evaluates distinct aspects of resilience, such as operational and plan-
ning dimensions, and uses different topological and electrical service
parameters. None of the aforementioned metrics in the prior art have
followed the detailed steps set forth in the RAP and IEEE task force defi-
nition and framework. While some aspects of resilience evaluation have
been explored in previous works like M7, this paper presents the first
metric that comprehensively aligns with both RAP and IEEE Task Force
frameworks. This alignment represents a significant advancement as it
requires integrating parameters that meet all framework requirements
across different event stages while maintaining consistent evaluation
capabilities.
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Table 1
Comparison of various resilience metrics and evaluation process.

Reference Resilience metric Evaluation process Range Remarks

M1 [21] The resilience metric R consists of 6
complex network-based parameters

AHP is used to compute a
composite resilience score.
Two-stage reconfiguration
algorithm optimizing network
responses to disruptions.

Min - 0
Max - 1

Evaluates resilience based on
topological resilience to maintain
service continuity by strategically
adapting the network layout.

M2 [26] R =
𝑡∗𝑟
∫
𝑡𝑑

∑

𝑐∈𝐶
𝑤𝑐 ⋅ 𝑝𝑐 (𝑡) 𝑑 𝑡

𝑡𝑑 : restorative state, 𝑡∗𝑟 :
post-restoration state, 𝐶: set of
critical load, 𝑤𝑐 : weight of a critical
load, 𝑝𝑐 (𝑡): active power of load 𝑐 at
time 𝑡

Stochastic post-hurricane
framework for resilience
enhancement using mobile
emergency resources and
pre-hurricane resource allocation.

Min - 0
Max - Depends on
system constraints

A stochastic, energy-based, and
operational resilience metric to
evaluate the system’s ability to
restore critical loads in micro- grids.

M3 [27] 𝑅𝑒𝑖,𝑗 =
𝑃max
𝑖 − 𝑃𝑖,𝑗

𝑃max
𝑖

𝑅𝑒𝑖,𝑗 is the resilience index for the
𝑖th operational temporal period and
the 𝑗th failure mode, 𝑃max

𝑖 : penalty
cost if all functional services are lost,
and 𝑃𝑖,𝑗 : penalty cost of lost
functional services.

A loss matrix captures service
failures and assigns penalty costs,
forming a normalized resilience
matrix where lower values
indicate higher resilience.

Min - 0
Max - Depends on
system constraints

Normalizes the imposed costs to
quantify the resilience index,
providing a comprehensive measure
of system resilience under various
scenarios.

M4 [25] Resilience is computed via the
Choquet Integral using resilience
parameters consisting of 2 complex
network-based parameters and 5
operational and structural
parameters.

Compute the Choquet integral by
aggregating parameters
considering weights and
interactions.

Min - 0
Max - 1

Captures the system’s robustness and
adaptability, accounting for the
complex interplay among various
resilience factors.

M5 [28] 𝑅𝑗 =
𝛼1 ⋅ bc𝑗

𝛼2 ⋅
𝑑𝑔 ,𝑗
𝑑max

×
𝑃critical
𝑃𝑗

𝛼1, 𝛼2: weights, bc𝑗 : betweenness
centrality, 𝑑𝑔 ,𝑗 : geodesic path length,
𝑑max: maximum path length, 𝑃critical:
critical load demand, 𝑃𝑗 : total load

An algorithm uses D-PMU data to
monitor bus angular differences,
classify feeders at risk, and
compute 𝑅𝑗 for optimal
reconfigurations.

Min - 0
Max - Depends on
system constraints

Real-time adjustments are made
based on updated data for dynamic
adaptation to extreme events and
maintain power supply to critical
loads.

M6 [1] Topology-based resilience metric,
R𝑇 which consists of 8 complex
network parameters.
Feasible network-based resilience
metric, R𝐹 𝑁 consists of 2 complex
network parameters and 6
operational & service parameters

AHP is used to compute resilience
scores for different network
configurations, ensuring a
continuous supply to critical loads
during and after disruptions.

Min - 0
Max - 1

These sets of metrics facilitate a
multifaceted assessment of a system’s
robustness and adaptability to
disruptions, considering both the
topological structure and the
operational capabilities.

M7 [19] Three individual resilience metrics
are used with different parameters
for anticipation, withstanding, and
recovery.

AWR framework integrates system
characteristics before, during, and
after extreme events to compute
resilience scores for operational
and planning decisions in the
EDS.

Min - 0
Max - 1

Factors impacting resilience are
identified based on system
characteristics and attributes at each
stage of event progression.
Table 2
Qualitative comparison of resilience metrics.

Reference Year Electrical
parameters

Topological
parameters

Operational
metrics

Planning
metrics

Considers
RAP

Enhancement
methods

Contingency
analysis

Critical load
analysis

Considers IEEE
task force
framework

M1 [21] 2016 – Yes Yes Yes – – – Yes –
M2 [26] 2016 Yes – Yes – – Yes Yes Yes –
M3 [27] 2018 Yes – Yes – – Yes – Yes –
M4 [25] 2018 Yes – Yes Yes – Yes – Yes –
M5 [28] 2020 Yes Yes Yes – – – Yes Yes –
M6 [1] 2021 Yes Yes Yes Yes – Yes Yes Yes –
M7 [19] 2022 Yes Yes Yes Yes – Yes Yes Yes –
Proposed Metric 2024 Yes Yes Yes Yes Yes Yes Yes Yes Yes
t
c

As resilience enhancement is a key feature of RAP, this work focuses
on enhancement strategies in EDS. In M6, some of the considered cases
for resilience enhancement are similar to those in this work, such as
the integration of distributed energy resources (DERs) and the use of
dditional switches. Consequently, the quantitative comparison of these
imilar cases is discussed in detail in Section 6. On the other hand,
esilience enhancement in M2 was achieved using mobile emergency

resources; M7 utilized battery storage systems; M3 employed solar PV
ystems; and M4 focused solely on additional switches without DERs.
4 
Comparisons with these metrics could not be performed because
he considered systems and case scenarios differ. In this work, the
onsidered contingency cases are similar to two scenarios (hurricane

and short-circuit fault) in M6; however, since composite resilience
scores are not computed in M6, a direct comparison could not be made.
The contingency cases in M2, M5, and M7 differ from those in the
current work and pertain to different systems, preventing any direct
comparison of contingency cases. Therefore, in this work, quantitative
comparisons with M6 are made for a few case scenarios of resilience
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enhancement. However, M6 does not encompass the features included
n the proposed metric, such as alignment with RAP and the IEEE
ask force definition and framework. The proposed metric in this work
ntegrates all the specified dimensions, such as the inclusion of elec-
rical service parameters, topological considerations, operational and
lanning metrics, adherence to the RAP standard, and alignment with
he IEEE task force definition and framework, indicating its comprehen-
ive nature in assessing resilience in EDS compared to other resilience
etrics in the literature.

2.2.2. Strategies for resilience enhancement
Various planning and operational techniques are employed to im-

prove the system’s capacity to withstand and recover from diverse
disruptions or adversities. These techniques are designed to improve
the system’s ability to adapt, absorb shocks, and persist in opera-
tion under challenging conditions. Distributed energy resources play
a crucial role in enhancing system reliability, mitigating the impact
of blackouts, and optimizing power distribution [29,30]. As the in-
tegration of distributed generation (DG) continues to grow within
centralized electricity systems, it becomes imperative for utilities to
strategically allocate DG to enhance the voltage profile, reform relia-
bility, and minimize losses [31,32]. Numerous scientific papers have
explored distribution system expansion planning strategies involving

ERs, each proposing distinct approaches to achieve optimal DER
llocation. Researchers have placed emphasis on minimizing power and
nergy losses [33,34], managing schedulable and intermittent power

generation patterns [35], and reducing DG-related investment and
network maintenance costs [36]. Another strategy involves the optimal
llocation of diverse DG technologies and the formation of microgrids
ithin the EDS to enhance reliability and supply security [37]. As the

life of lithium-ion batteries is improved through AI techniques [38,39],
fixed storage [40,41] and mobile storage [42,43] would also help in
resilience enhancement.

Additionally, the strategic placement of automated tie-line switches
is vital to enhance resilience by expanding the number of possible
restoration paths during disturbances. These switches swiftly isolate
faulted areas within the distribution system, redirecting power flow
to maintain service. While previous studies have addressed switch
placement focusing on reliability satisfaction [44,45], we introduce a
ystematic approach to EDS planning centered on resilience perfor-
ance. The study provides insights into the integration of DERs and the

installation of automated switches from a resilience perspective, aiming
to improve the system’s ability to anticipate, withstand, and recover
rom adverse events.

2.3. Main contributions and paper organization

The objective of the paper is to help operators in resilience eval-
ation and metrics-based decision-making to maximize the resilience
f the power distribution system and develop a resilience metric to
uantify resilience. The key contributions of the work are as follows:

1. A comprehensive resilience metric is proposed that quantita-
tively measures and evaluates the resilience of EDS for different
infrastructure modifications of the system, such as integration of
DERs and operation of additional switches.

2. The proposed metric has three electrical parameters that indi-
cate a quantitative assessment of the EDS through (i) service
fulfillment, (ii) number of possibilities to fulfill the service re-
quirement, and (iii) the ability to meet additional services. To
provide a qualitative assessment of the physical properties of the
EDS infrastructure, two complex network parameters are used to
indicate (i) topological strength determination through an edge
removal process and (ii) efficiency computation of important
nodes in the system through a node removal process.
5 
3. The proposed resilience metric is evaluated for various contin-
gency events such as flood, wildfire, hurricane, and short-circuit
faults where the resilience of the system is observed through
the resilience curve in terms of both service requirements and
physical properties of the infrastructure.

4. The proposed metric is in line with the IEEE task force defi-
nition of resilience and also encompasses all crucial elements
of the resilience metric that are required by the RAP provided
by Sandia National Laboratories, indicating the robustness and
comprehensiveness of the proposed methodology.

5. A systematic approach is proposed to enhance resilience by
efficiently integrating DERs and automated switches into EDS.

The paper is structured as follows: Section 3 details a comprehensive
framework for evaluating the resilience of EDS, focusing on topological
characteristics and critical load serving. Section 4 provides a step-by-
tep methodology for applying the proposed metric to assess network

resilience and provides details about the test model. In Section 5,
simulation results demonstrate the effectiveness of the framework in
evaluating existing network resilience, as well as its ability to quantify
he impact of additional switches and the integration of DERs. Further-
ore, case studies involving extreme events, including floods, wildfires,
urricanes, and fault events, illustrate the framework’s applicability
cross diverse scenarios are discussed in Section 6. The paper concludes
y summarizing key findings, discussing broader implications, and

suggesting potential directions for future research in the field of power
distribution network resilience in Section 7.

3. Proposed resilience metric

3.1. Considered system

For analysis, the IEEE 123 node test feeder is considered, as shown
n Fig. 3. The system operates at a nominal voltage of 4.16 kV, with

the main substation node (node 150) having a rated power supply
of 5000 kVA. The total load demand is 3855.26 kV spread across 85
load nodes of the distribution system. The key feature of the IEEE
23 node test feeder is the availability of switches (6 closed switches
nd 6 open switches) that could be operated under an extreme event,
roviding alternate paths for supplying to the critical loads. Thus, the
ultifaceted nature of the IEEE 123 system provides a realistic model

or testing and analyzing the distribution system for different switching
perations under various contingency events. The system is modified
y adding four distributed energy resources placed at nodes 49, 21,
05, and 56 with a rating of 350.35 kVA each. The integration of
hese DERs would help in enhancing the system’s resilience. The critical
oads in an EDS are generally essential services, and their locations
re known and predefined to the distribution system operators for
fficient resilience operation. We have considered two critical loads
hat have the maximum load demand in the EDS to have an assessment
f the power delivered to these loads from all available sources during
xtreme events. According to the details provided in [46], it is evident

that nodes 48 and 76 exhibit a high load requirement of 258.20
VA and 303.69 kVA, respectively. These nodes are considered critical
ecause they account for a combined load demand of 561.89 kVA,
hich is 15% of the total load demand (3855.26 kVA) of the entire EDS.
hese critical loads (CLs) serve essential facilities such as hospitals and
ata centers, requiring a continuous and uninterrupted power supply
uring unforeseen extreme events. Thus, these nodes are considered
ritical, necessitating their need for a continuous and uninterrupted
ower supply during unforeseen extreme events. These critical loads
erve essential facilities such as hospitals, data centers, etc.

The proposed metric for resilience evaluation considers (i) electrical
service requirements by considering the available possible paths to
supply power to critical loads, the percentage of critical loads met,
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Fig. 3. Single line diagram of IEEE 123 node test feeder, with integration of additional switches and DERs.
Fig. 4. Isolated path from one source to one critical load.

and the energy supply available to meet the load demand, and (ii)
topological network strength using two key parameters derived from
the concepts of complex network theory. By combining these param-
eters, a comprehensive evaluation of the EDS’s resilience is performed
by considering not only the physical robustness of the network but also
its ability to meet critical load demands during disruptions.

3.2. Parameters for electrical service requirements

3.2.1. Weighted path variability
In this study, the resilience of EDS is evaluated in terms of the

availability of power supply to meet critical loads from both the
main power supply and renewable energy sources. Our approach in-
volves processing the network switch information for identifying the
number of isolated paths 𝑁𝐼 𝑃 , isolated combinations 𝑁𝐼 𝐶 , and con-
nected combinations 𝑁𝐶 𝐶 in the network. The total number of possible
paths/combinations available to supply critical loads is represented as
𝑁𝑃 𝐶 (𝑁𝑃 𝐶 = 𝑁𝐼 𝑃 + 𝑁𝐼 𝐶 + 𝑁𝐶 𝐶 ). An isolated path 𝑁𝐼 𝑃 represents a
scenario where a single critical load is supplied by only one available
source, as shown in Fig. 4. In this case, only the critical load at node
48 is supplied by the source at node 49, and the critical load at node
76 is not supplied by any sources as there is no path available due
to the switch status. For a given switch configuration, there can be
multiple isolated paths, each supplying a single critical load with more
6 
Fig. 5. Isolated combination from two separate sources to two different critical loads.

than one available source through individual isolated paths. An isolated
combination 𝑁𝐼 𝐶 involves combinations of isolated paths where two
or more available sources supply all available critical loads, as shown
in Fig. 5, but these paths have no interconnections. Alternatively, a
connected combination 𝑁𝐶 𝐶 denotes combinations of paths where two
or more available sources supply all available critical loads, as shown in
Fig. 6, but these paths are interconnected. Thus, the choice of assigning
weights to these three categories is based on the criteria that the
highest preference is to be given for the connected combinations, the
second highest for isolated combinations, and the least preference for
the isolated paths. In our analysis, we have considered the following
weights [0.1, 0.4, 0.5] for each category, respectively. Isolated paths,
assigned a minimal weight of 0.1, are perceived as the least favorable in
terms of resilience. These paths represent singular and direct routes to
critical loads without any backup, making their resilience contribution
minimal. Conversely, isolated combinations are weighted substantially
more at 0.4, as they offer a more robust resilience aspect. Although they
consist of multiple supply paths to all necessary critical loads, the lack
of interconnections among these paths reduces their flexibility in pro-
viding supply from two or more sources. The most valued configuration
within this framework is the connected combinations which carry the
highest weight of 0.5. It is to be noted that different weights could be
given for each category, but the order of preference should remain the
same. This preference is attributed to their structure, which facilitates
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interconnections among various supply paths, significantly enhancing
the network’s capability to adapt to and recover from adverse events.

The path variability is determined by multiplying these weights
by the actual values of isolated paths, isolated combinations, and
connected combinations, as shown below,

𝑃 𝑉𝐶 𝐿 = 0.1 ⋅𝑁𝐼 𝑃 + 0.4 ⋅𝑁𝐼 𝐶 + 0.5 ⋅𝑁𝐶 𝐶 (1)

3.2.2. Ratio of critical loads served
Understanding the critical loads served helps in assessing the re-

silience of the power distribution infrastructure to meet the needs
of essential loads and services, thereby contributing to the overall
resilience and dependability of the power system. The ratio of critical
loads served (𝑁𝐶 𝐿𝑆 ) is defined as the ratio of the power supplied to crit-
ical loads to the total power demand of critical loads. Mathematically,
it is expressed as:

𝑁𝐶 𝐿𝑆 =
𝑃𝐶 𝐿
𝑃𝑇 𝐶 𝐿

(2)

where, 𝑃𝐶 𝐿 is the power supplied to critical loads and 𝑃𝑇 𝐶 𝐿 is the total
power demand of critical loads. This formula calculates the proportion
of power dedicated to critical loads relative to the overall power
demand of critical loads. This represents the system’s ability to meet
the needs of critical loads during normal or disrupted conditions.

3.2.3. Average rating of service
Another parameter for evaluating the resilience of power distribu-

tion networks is the average rating of service (𝐴𝑅𝑜𝑆 ). This parameter
emphasizes the accessibility of critical load supplies from both primary
and renewable energy sources and assesses the system’s capability to
handle additional loads beyond its critical load demand. This parameter
is also not available in the literature and is proposed considering the
IEEE definition of resilience, with the primary goal of providing supply
to critical loads. A higher value resulting from this evaluation signifies
an additional capacity to fulfill extra load demand. In other words, the
system not only meets its essential operational requirements but also
has the surplus capacity to accommodate additional loads, ensuring
flexibility in its performance. The rating of service (𝑅𝑜𝑆) is computed
as the cumulative sum for each isolated path, isolated combination, and
connected combination in the network as follows:

𝑅𝑜𝑆 =
𝑁𝑃 𝐶
∑

𝑖=1

[

𝑅𝑆 𝑜𝑢𝑟𝑐 𝑒 − 𝑅𝐶 𝐿
𝑅𝑆 𝑜𝑢𝑟𝑐 𝑒

]

𝑖
(3)

where, 𝑅𝑆 𝑜𝑢𝑟𝑐 𝑒 is the rating of available sources in kVA and 𝑅𝐶 𝐿 is
the rating of critical loads in kVA. 𝑁𝑃 𝐶 is the total number of possible
paths and combinations available to supply critical loads. Then, the
average for the 𝑅𝑜𝑆 is computed in the network as follows,

𝐴𝑅𝑜𝑆 =
𝑁𝐶 𝐿
𝑁𝑇 𝐶 𝐿

× 𝑅𝑜𝑆
𝑁𝑃 𝐶

(4)

where 𝑁𝐶 𝐿 is the number of critical loads supplied and 𝑁𝑇 𝐶 𝐿 is the
total number of available critical loads.

3.3. Parameters for topological characteristics

For a given EDS, a topological complex network 𝐺 is created consid-
ering nodes 𝑁 as substations, buses, or key components of the system
and edges 𝐸 as the physical or electrical connections between them as
shown in Fig. 7.

3.3.1. Percolation threshold for topological network
The percolation threshold is a critical probability point in perco-

lation theory that marks the transition between two distinct phases of
connectivity in a system [47]. This threshold is not merely a theoretical
construct but has practical implications across various domains, from
understanding fluid flow in porous materials [48] to the spread of
diseases [49] and the robustness of complex networks [50].
7 
Fig. 6. Connected combination of two sources and two critical loads.

Percolation theory encompasses several models, with site perco-
lation and bond percolation being the most prominent. In site per-
colation, individual nodes on a network are randomly assigned with
a probability 𝑝, and the system transitions from isolated nodes to
large connected clusters as 𝑝 increases. The percolation threshold, 𝑝𝑚
marks the critical probability at which an infinite, spanning cluster
forms. Bond percolation follows a similar logic, with the links or
edges between nodes becoming randomly occupied. The threshold 𝑝𝑚
again signifies the emergence of a spanning cluster but through the
connections between nodes.

When the percolation threshold is high, the system demonstrates an
ability to withstand multiple faults or disruptions without significant
loss of overall connectivity, as shown in Fig. 8. Alternatively, a low
percolation threshold signifies a fragile system that is prone to losing
connectivity with just a few failures, highlighting a more isolated net-
work. Thus, the percolation threshold provides crucial insights into the
EDS’s ability to maintain connectivity and effectively assess resilience
against potential disruptions [51].

To evaluate the resilience of a network, we calculate the percolation
threshold by evaluating the network’s ability to maintain connectiv-
ity and deliver power under challenging conditions. The percolation
strength is defined as,

𝑃∞(𝑝) = 1
𝑁 𝑇

𝑇
∑

𝑖=1
𝑆𝑖(𝑝) (5)

where 𝑁 is the number of nodes in the network, 𝑇 is the total number
of independent 𝑖 realizations of the Monte Carlo simulation, 𝑆𝑖(𝑝) is the
size of the largest cluster in the network during the 𝑖th realization when
the bond occupation probability is 𝑝 which is defined as 𝑒

𝐸
, where 𝑒 is

the number of edges added and 𝐸 is the total number of edges in the
network.

Thus, percolation strength calculates the average size of the largest
cluster, normalized by the number of nodes 𝑁 , averaged over a total
number of 𝑇 independent realizations. This gives a measure of the
percolation strength at a given bond occupation probability 𝑝. The
susceptibility is defined as,

𝜒(𝑝) =

( 1
𝑁2𝑇

∑𝑇
𝑖=1 𝑆𝑖(𝑝)2

)

−
[

𝑃∞(𝑝)
]2

𝑃∞(𝑝)
(6)

The susceptibility measures the fluctuations in the size of the largest
cluster. The numerator consists of two parts: 1

𝑁2𝑇
∑𝑇

𝑡=1 𝑆𝑖(𝑝)2 repre-
sents the average of the squares of the sizes of the largest clusters,
normalized by 𝑁2. Squaring 𝑆 (𝑝) emphasizes larger clusters more
𝑖
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Fig. 7. Topological network of IEEE 123 node test feeder given in Fig. 3.
Fig. 8. Stages of network connectivity relative to the percolation threshold: below the threshold, the network remains largely isolated with sparse connections. At the threshold,
sufficient connectivity emerges with most nodes. Above the threshold, the network achieves high connectivity, ensuring robust and extensive links throughout.
heavily.
[

𝑃∞(𝑝)
]2 is the square of the average percolation strength, rep-

resenting the mean of the distribution squared. By subtracting
[

𝑃∞(𝑝)
]2

from 1
𝑁2𝑇

∑𝑇
𝑡=1 𝑆𝑖(𝑝)2, we calculate the variance of the size of the

largest cluster 𝑆𝑖(𝑝). This variance is a measure of how much the size of
the largest cluster fluctuates across different realizations. Normalizing
by 𝑃∞(𝑝) in the denominator makes the susceptibility a relative measure
of these fluctuations. The percolation threshold is defined as,

𝑝𝑚 = ar g max
𝑝

𝜒(𝑝) (7)

This identifies the percolation threshold 𝑝𝑚 as the value of 𝑝 that
maximizes the susceptibility 𝜒(𝑝), as shown in Fig. 9. At this critical
point, the network undergoes a significant transition from a state of
isolated clusters to a state where a giant connected component spans
a significant portion of the network. The susceptibility reaches its
maximum at 𝑝𝑚, indicating the highest level of fluctuation in the size
of the largest cluster.
8 
Fig. 9. Susceptibility plot.
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Thus, firstly the average size of the largest cluster normalized by the
number of nodes is calculated and used to calculate the susceptibility,
reflecting the variability in the size of the largest cluster. Lastly, the
percolation threshold is determined as the critical point where the
network undergoes a significant connectivity transition. This helps in
understanding the connectivity properties of a network as edges are
added and in identifying the critical point where a giant connected
component emerges.

In the context of an electrical network, a higher value of the
percolation threshold is anticipated, indicating a network with higher
resilience [52]. The process for computation of percolation threshold is
explained in Algorithm 1.
Algorithm 1 Compute Percolation Threshold in a Network.
Start
Create: an empty graph 𝐺0 with 𝑁 nodes and zero number of edges
for the considered electrical distribution system.
Initialize: bond occupation probability 𝑝 = 0. Prepare arrays for
𝑃∞(𝑝) and 𝜒(𝑝).
for each realization 𝑖 from 1 to 𝑇 do

for each probability 𝑝 increment from 0 to 1 do
Add edges in 𝐺0 according to 𝑝.
Calculate the size of the largest cluster 𝑆𝑖(𝑝).
Update 𝑃∞(𝑝) and 𝜒(𝑝) for the current value of 𝑝.

end for
Reset 𝑝 = 0.

end for
Compute: the average of 𝑃∞(𝑝) and 𝜒(𝑝) over all 𝑇 realizations.
Find 𝑝𝑚: where 𝜒(𝑝) reaches the maximum for the value of 𝑝.
Return 𝑝𝑚
Stop

3.3.2. Information centrality for system’s nodes
The concept of information centrality within a graph provides a

valuable means of identifying nodes crucial for maintaining the func-
tionality of a system [53]. The identification of such nodes ensures
a reliable and continuous supply of electricity to critical loads. For a
graph 𝐺 with 𝑁 nodes, the efficiency 𝐸𝑛[𝐺] is calculated using the
formula:

𝐸𝑛[𝐺] = 1
𝑁 ⋅ (𝑁 − 1)

𝑁
∑

𝑖=1

∑

𝑗≠𝑖

1
𝑑𝑖𝑗

(8)

where 𝑑𝑖𝑗 represents the shortest path distance between node 𝑖 and node
𝑗. The information centrality, denoted as 𝐶𝑚 is computed as follows:

𝐶𝑚 =
𝐸𝑛[𝐺] − 𝐸𝑛[𝐺0]

𝐸𝑛[𝐺]
(9)

where 𝐸𝑛[𝐺] represents the network’s overall efficiency, reflecting its
resilience, and 𝐸𝑛[𝐺0] is network efficiency after the removal of 𝑚
node. This physical simulation helps identify nodes whose removal has
a significant impact on the network’s ability to maintain functionality
during disruptions or failures.

The step-by-step approach for computing and ranking information
centrality of nodes in the system:

(a) Determine the network’s overall efficiency, denoted as 𝐸𝑛[𝐺].
(b) Select node for removal and compute the network’s efficiency,

𝐸𝑛[𝐺0].
(c) Calculate the drop in network efficiency using (9).
(d) Repeat this process for all nodes.
(e) Sort the obtained information centrality of all the nodes. Apply

a threshold equal to 0.1 and obtain the number of nodes with
higher information centrality 𝑁𝐻 𝐶 . The threshold of 0.1 indi-
cates that nodes considered as central nodes affect the system’s
efficiency by more than 10% when removed. For the topological
network in Fig. 7, the obtained 𝑁𝐻 𝐶 is 16, as shown in Fig. 10,
and the obtained values are given in Table 3. It is observed
9 
Fig. 10. Centrality scores computation for all 123 nodes in the network given in Fig. 7.
The threshold point equal to 0.1 is considered for the analysis. In total, we got 16 nodes
having information centrality scores above the threshold, tabulated in Table 3 and thus,
𝑁𝐼 𝐶 for the network is 16.

Table 3
16 Nodes with centrality score above
threshold for the network given in Fig. 7.
Node Information

centrality

13 0.271
18 0.227
8 0.173
67 0.161
54 0.151
21 0.147
60 0.142
23 0.125
97 0.124
152 0.118
53 0.116
52 0.115
76 0.115
25 0.107
35 0.107
7 0.102

that for the IEEE 123 node test feeder, 16 nodes are considered
central nodes. Only 2 of these nodes affect the system’s efficiency
by more than 20%, while the rest affect the system’s efficiency
between 10% and 20%. Thus, increasing the threshold beyond
20% would result in an insufficient number of central nodes for
an effective resilience evaluation of the EDS.

3.4. Proposed resilience metric

The evaluation of power distribution infrastructure resilience adopts
a comprehensive approach that considers both functional dynamics and
topological characteristics within the network. The weighted analysis of
path variability takes into consideration the availability of critical load
supplies, offering a functional perspective on resilience. The parameters
associated with the ratio of critical loads served and the average
rating of service provide valuable insights into the system’s capacity to
meet power demands and ensure the continued availability of critical
services. Additionally, utilizing percolation threshold analysis allows
for a deeper understanding of the network transitions from efficient
operation to a state susceptible to cascading failures. The identification
of information centrality focuses on key nodes essential for sustaining
network efficiency. This multi-faceted approach not only enhances the
assessment of resilience but also provides actionable information for
strategic improvements in the power distribution infrastructure.
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Table 4
Pairwise comparison matrix with weight coefficients for each parameter.

Parameter 𝑃 𝑉𝐶 𝐿 𝑁𝐶 𝐿𝑆 𝐴𝑅𝑜𝑆 𝑝𝑚 𝑁𝐻 𝐶 𝑊

𝑃 𝑉𝐶 𝐿 1 2.5 10 2.5 10 0.50
𝑁𝐶 𝐿𝑆 0.4 1 4 1 4 0.20
𝐴𝑅𝑜𝑆 0.1 0.25 1 0.25 1 0.05
𝑝𝑚 0.4 1 4 1 4 0.20
𝑁𝐻 𝐶 0.1 0.25 1 0.25 1 0.05

Following the computation of the aforementioned parameters, the
esilience metric (R) is determined as,

R = 𝑅 ⋅𝑊 𝑇 (10)

where,

𝑅 = [𝑃 𝑉𝐶 𝐿, 𝑁𝐶 𝐿𝑆 , 𝐴𝑅𝑜𝑆 , 𝑝𝑚, 𝑁𝐻 𝐶 ] (11)

𝑊 = [𝑤𝑃 𝑉𝐶 𝐿 , 𝑤𝑁𝐶 𝐿𝑆 , 𝑤𝐴𝑅𝑜𝑆
, 𝑤𝑝𝑚 , 𝑤𝑁𝐻 𝐶 ] (12)

The min–max normalization technique is used to normalize each of
the five parameters in the proposed resilience metric 𝑅. This approach
cales all parameters to a uniform range between 0 and 1. After
ormalization, each parameter is multiplied to their respective weights,
enoted by 𝑤𝑃 𝑉𝐶 𝐿 , 𝑤𝑁𝐶 𝐿𝑆 , 𝑤𝐴𝑅𝑜𝑆

, 𝑤𝑝𝑚 and 𝑤𝑁𝐻 𝐶 corresponding to the
path variability, ratio of critical loads served, and average rating of
service, percolation threshold, and number of nodes with higher infor-
mation centrality, respectively. The analytic hierarchy process (AHP)
is utilized to compute the weights of all parameters 𝑊 [21], which
incorporates a structured technique for analyzing complex decisions in
the following steps:

1. Define the resilience assessment problem and identify the crite-
ria and alternatives based on system performance.

2. Structure the decision-making hierarchy starting from the over-
all objective of resilience assessment through various parame-
ters.

3. Construct a set of pairwise comparison matrices 𝑅 where each
criterion is compared against others in terms of its contribution
to the system’s resilience.

4. Determine the weights of each criterion 𝑊 using the pairwise
comparison matrices. The principal eigenvector of matrix 𝑅
indicates the relative importance of each criterion.

5. Validate the consistency of the pairwise comparisons by com-
puting the consistency index and the consistency ratio. Ensure
that the comparisons are sufficiently coherent to proceed with
the analysis.

6. Synthesize the relative weights required to calculate the overall
resilience metric R.

The pairwise comparison matrix for the parameters and their re-
pective weights are given in Table 4. The 𝑤𝑁𝐶 𝐿𝑆 set at 0.20 ensures

that essential services remain operational during disruptions, which
highlights the system’s priority for maintaining crucial operations. The
𝑤𝑃 𝑉𝐶 𝐿 valued at 0.50, which has the highest weightage, emphasizes
the system’s flexibility by offering more alternative routes for power
delivery. The 𝑤𝐴𝑅𝑜𝑆

is set at 0.05 and is of lower priority, as it only
assesses the system’s capacity to handle additional loads beyond critical
needs. The remaining 25% of the weightage is given to the topological
parameters, where 𝑤𝑝𝑚 set at 0.20 shows the system’s resilience by
indicating the critical point leading to network fragmentation and
where 𝑤𝑁𝐻 𝐶 at 0.05 measures the important nodes within the network
impacting the system’s resilience.

Further, the composite resilience score for 𝑛 switch configurations
s determined using the following equation [1,21],

R𝐶 = R𝑚𝑎𝑥 + (1 −R𝑚𝑎𝑥)
𝑛−1
∑

𝑤𝑎R𝑎 (13)

𝑎
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where, R𝑚𝑎𝑥 corresponds to the network configuration with the highest
resilience score, R𝑎 represents the resilience score of the 𝑎th switch
configuration, and 𝑤𝑎 is the respective weight assigned to each 𝑎th
configuration. The (1 − Rmax) factor ensures that the contribution of
the other configurations is scaled appropriately based on the highest
resilience score. If the highest resilience score is close to 1, the contribu-
tion of other configurations will be smaller. ∑𝑛−1

𝑎=1 𝑤𝑎R𝑎 is the weighted
sum of the resilience scores of the other configurations. The weights
𝑤𝑎 should sum to 1 for the weighted average to be meaningful. In
this work, we have assigned equal weightage to each switch configura-
tion. A detailed illustration of the proposed methodology for resilience
evaluation in EDS is shown in Fig. 11.

Each switch configuration of the EDS must adhere to operational
constraints, including power balance, node voltage limits, and feeder
current capabilities. The constraints on node voltage levels and branch
capacities are given as follows:

Voltage limits constraint:

|𝑉 𝑚𝑖𝑛
𝑛 | ≤ |𝑉𝑛| ≤ |𝑉 𝑚𝑎𝑥

𝑛 | (14)

Branch current capability constraint:

|𝐼𝑓 ,𝑛| ≤ |𝐼𝑚𝑎𝑥𝑓 ,𝑛 | (15)

|𝐼𝑏,𝑛| ≤ |𝐼𝑚𝑎𝑥𝑏,𝑛 | (16)

Output power constraints distributed generation:

𝑃𝑚𝑖𝑛
DG ≤ 𝑃DG ≤ 𝑃𝑚𝑎𝑥

DG (17)

𝑄𝑚𝑖𝑛
DG ≤ 𝑄DG ≤ 𝑄𝑚𝑎𝑥

DG (18)

In the equations above, 𝑉𝑛 denotes the voltage at node 𝑛, 𝐼𝑓 ,𝑛
epresents the forward branch current for the 𝑛th distribution line, and
𝑏,𝑛 signifies the reverse branch current for the 𝑛th distribution line. 𝑃DG
nd 𝑄DG are the real and reactive power outputs from distributed gen-
rators, respectively. The subscripts 𝑚𝑖𝑛 and 𝑚𝑎𝑥 indicate the minimum
nd maximum permissible limits for the respective parameters. In this
ork, we consider a constraint on the voltage that the variations must
ot exceed a ±0.05 p.u. [1]. For each switch configuration, the power

flow constraints and voltage limits are verified to ensure they are within
permissible limits. Then the resilience metric R is determined for each
switch configuration using Eq. (10).

4. Proposed methodology for resilience evaluation

In the standard IEEE 123 node test feeder, there are 12 switches,
out of which 6 are normally closed and 6 are normally open. Table 5
outlines the considered cases for resilience evaluation, focusing on the
peration of normally closed and normally opened switches shown in

Fig. 3. In Case A, we operate normally closed switches. In Cases B and
C, two normally open switches, 151–300 and 54–94, were operated,
respectively. Subsequently, in Case D, both normally open switches
were operated with the standard operation of a closed switch. For each
case, we have specified configurations based on the status of closed
switches, Sw1, Sw2, Sw3, and Sw4, shown in Table 6. Further, for
the enhancement of resilience, two additional switches, 36–57 and 55–
81, are added to the network for Case A to D and are referred to as
Case A_add, Case B_add, Case C_add, and Case D_add, respectively. The
positions for new switches were selected in accordance with optimal
switch allocation principles given in [54].

For each switch configuration, a complex topological network is
reated as shown in Fig. 7, and then computed topological parameters

for resilience metrics, i.e., percolation threshold and number of central
nodes in the network. Then, using the information on the network con-
figuration, critical loads, and available power supply, all the possible
paths/combinations for serving critical loads are identified, and the
power flow and voltage constraints are checked. All three electrical
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Fig. 11. Methodology for evaluating electrical distribution system resilience using the proposed comprehensive metric.
service parameters are computed, i.e., weighted path variability, ratio
of critical loads served, and average rating of service. Using AHP,
computation of weights is achieved as shown in Table 4. Finally, all
five parameters are multiplied by their respective weights, which pro-
vides the resilience score R. The detailed explanation for the proposed
methodology is illustrated in Fig. 11. This proposed methodology is
suitable for computing resilience for planning as well as operations of
EDS. It helps in evaluating the system’s resilience during extreme events
and also identifies the switching topology that could help restore the
system’s operation back to normal. Also, it allows the evaluation of the
system’s resilience while planning resilience enhancement techniques.
11 
5. Simulation results and discussion

Using the proposed methodology, the resilience is evaluated for the
EDS under various conditions, such as existing switch configurations,
additional switches, and DER integration.

5.1. Resilience evaluation for existing network

Considering the operation of the 4 normally closed switches (Case
A) in the IEEE 123 node test feeder, there are 16 switch configurations,
as shown in Table 6. Then, using paths/combinations information
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Fig. 12. Resilience scores obtained for considered cases based on switches operations of all subcases.
Table 5
Considered cases for resilience evaluation based on switches.

Cases Switches operation

Case A Standard operation of closed switches.
Case B Operation of switch 151-300 and standard operation of

closed switches.
Case C Operation of switch 54-94 and standard operation of

closed switches.
Case D Operation of both switches 151-300 and 54-94 and

standard operation of closed switches.

Two additional switches, 36-57 and 55-81, are operated with the above cases and are
referred to as Case A_add, Case B_add, Case C_add, and Case D_add, respectively.

Table 6
Switch configuration.

Subcase Sw1
13 to 152

Sw2
18 to 135

Sw3
97 to 197

Sw4
60 to 160

1 0 0 0 0
2 0 0 0 1
3 0 0 1 0
4 0 0 1 1
5 0 1 0 0
6 0 1 0 1
7 0 1 1 0
8 0 1 1 1
9 1 0 0 0
10 1 0 0 1
11 1 0 1 0
12 1 0 1 1
13 1 1 0 0
14 1 1 0 1
15 1 1 1 0
16 1 1 1 1

Sw5 (150 to 149) and Sw6 (61 to 610) are closed for all cases.

mentioned in Table 7 for all 16 configurations, the parameter 𝑃 𝑉𝐶 𝐿 is
computed. All computed parameters of the proposed resilience metric
for Case A are tabulated in Table 8. It is observed that configuration
16 has the highest resilience score of 0.466, achieved when all four
switches are closed.

Further, we calculated resilience scores for all 16 configurations
for the considered four cases mentioned in Table 5. The results are
analyzed to evaluate the resilience scores under normal operating
conditions. The obtained results are shown in Fig. 12; it is observed that
the resilience score for Case D is significantly higher. The configuration
16 of Case D achieves the highest resilience score of 0.81914; this shows
the potential to enhance system resilience by strategically utilizing the
available normally closed and open switches within the system.
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Table 7
Number of paths and combinations obtained for Case A.

Case A 𝑁𝐼 𝑃 𝑁𝐼 𝐶 𝑁𝐶 𝐶 𝑷 𝑽 𝑪 𝑳
1 1 0 0 0.1
2 0 1 0 0.4
3 0 1 0 0.4
4 0 2 0 0.8
5 3 0 0 0.3
6 0 3 0 1.2
7 0 3 0 1.2
8 0 6 0 2.4
9 1 0 0 0.1
10 0 3 0 1.2
11 0 1 0 0.4
12 0 4 0 1.6
13 4 0 0 0.4
14 0 6 10 7.4
15 0 4 0 1.6
16 0 10 15 11.5

5.2. Resilience enhancement with additional switches

Enhancing the resilience of the EDS is effectively achieved through
the strategic placement of additional switches. Moreover, the integra-
tion of smart switches equipped with remote control and automation
capabilities enables swift responses to issues, improving the system’s
adaptability and efficiency. Two additional switches, 36–57 and 55–
81 are integrated into the system [1]. Case D with these additional
switches is considered, and resilience scores are obtained as shown
in Fig. 13. The results are compared for Case D and Case D_add; it
is observed that the system’s resilience could be improved to 0.87554
with the integration of additional switches.

5.3. Resilience enhancement with integration of DERs

The integration of DERs is a key strategy for enhancing the re-
silience of EDS. DERs, such as solar panels, wind turbines, energy
storage systems, and other distributed generation sources, contribute
to a more robust and flexible energy infrastructure. DERs provide a
decentralized source of power, reducing dependency on centralized
generation. This decentralization inherently improves the system’s abil-
ity to withstand and recover from disruptions, such as natural disasters
or equipment failures. In the event of a grid outage, DERs could operate
autonomously, supplying power to critical loads and essential services.

The DERs are introduced into the system at different nodes. At first,
a single DER is integrated at Node 49, denoted as 1 DER. Following
this, two DERs are added at Nodes 49 and 56, labeled as 2 DER. The
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Fig. 13. Resilience scores obtained with the placement of additional switches for Case D. The resilience is improved in comparison to the system operating with existing switches.
Table 8
Resilience scores for Case A.

Case A 𝑵𝑯 𝑪 𝒑𝒎 𝑷 𝑽 𝑪 𝑳 𝑵𝑪 𝑳𝑺 𝑨𝑹 𝒐𝑺 R

1 9 0.758 0.100 0.460 0.058 0.247
2 13 0.835 0.400 1.000 0.198 0.379
3 13 0.818 0.400 1.000 0.198 0.376
4 15 0.852 0.800 1.000 0.198 0.385
5 15 0.793 0.300 0.460 0.169 0.261
6 16 0.730 1.200 1.000 0.421 0.374
7 17 0.795 1.200 1.000 0.421 0.387
8 20 0.789 2.400 1.000 0.421 0.392
9 16 0.826 0.100 0.460 0.058 0.261
10 21 0.902 1.200 1.000 0.421 0.408
11 18 0.770 0.400 1.000 0.198 0.367
12 25 0.911 1.600 1.000 0.365 0.410
13 19 0.820 0.400 0.460 0.141 0.266
14 24 0.927 7.400 1.000 0.494 0.448
15 23 0.813 1.600 1.000 0.365 0.390
16 27 0.927 11.500 1.000 0.441 0.466

analysis extends further by incorporating three DERs at Nodes 49, 56,
and 105, referred to as 3 DER. Lastly, a configuration involving four
DERs at Nodes 49, 56, 105, and 21 is examined and labeled as 4
DER. This systematic progression allows us to assess the resilience of
the system under various DER integration scenarios, starting from the
base case, i.e., no DERs, and gradually introducing additional DERs
at specific nodes. With various levels of DER integration, resilience
scores are obtained for Case D as shown in Fig. 14. It is observed that
with the integration of DERs, system resilience has been improved.
In configuration 16 of Case D, the resilience score shows significant
enhancement, increasing from 0.44353 for the base case to 0.81914
for 4 DERs. The composite resilience of each considered case with
variation in DERs integration has been shown in Table 9. Thus, it has
been observed that the proposed metric has the capability to evaluate
the system’s resilience during planning.

As some of the considered cases in this work are similar to those
in M6 [1], a quantitative comparison is provided in Table 10. The
topological resiliency index (TRI) and feasible network resiliency in-
dex (FNRI) scores computed in M6 are compared with the proposed
resilience metric scores for similar scenarios involving DER integration
and additional switches. As discussed in Section 1, these quantitative
comparisons offer a limited understanding of the resilience evaluation
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Table 9
Composite resilience scores for different cases.
Case No. of DERs R𝑎

Case A No DER 0.56623
Case A 1 DER 0.59270
Case A 2 DERs 0.60810
Case A 3 DERs 0.61603
Case A 4 DERs 0.64465
Case B 4 DERs 0.75651
Case C 4 DERs 0.71452
Case D 4 DERs 0.89754
Case D_add 4 DERs 0.93512

Table 10
Comparison of resilience scores with M6.

Cases TRI scores FNRI
scores

Proposed
metric scores

Base Case 0.5977 0.2652 0.5662
2 DERs 0.6516 0.6614 0.6081
3 DERs – 0.7519 0.6160
4 DERs 0.7626 0.8875 0.6446
Base case + additional switches 0.9312 0.4022 –
2 DERs + additional switches 0.9314 0.8808 –
3 DERs + additional switches – 0.9254 –
4 DERs + additional switches – 0.9329 –
4 DERs + open switches – – 0.8975
4 DERs + open & additional switches – – 0.9351

criteria and considerations. These comparisons primarily illustrate the
relative changes in resilience scores across different scenarios.

6. Case studies with various extreme events

By using the proposed metric, power system engineers could proac-
tively engage in long-term strategic planning before encountering any
contingencies. In this section, the effectiveness of the proposed algo-
rithm is demonstrated by providing key factors in decision-making for
operational resilience. The resiliency scores under different operating
conditions assist the power distribution system’s operator in making
decisions in order to meet critical load requirements under varied
contingency scenarios.

We consider contingency events such as floods, wildfires, hurri-
canes, and short-circuit faults. Each of these events causes damage to
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Fig. 14. Resilience scores with DERs integration in the system for Case D.
the infrastructure of the distribution system and affects the electric
service to the critical loads. The extent of the damage caused by each
event is listed in Table 11. In this study, the considered events are
presented as illustrative examples based on their typical characteristics
and patterns. The correlation between event types and affected system
components in Table 11 follows typical damage patterns: hurricanes
cause the most extensive damage (affecting 41 nodes and 50 lines),
floods impact moderate areas (affecting 25 nodes and 28 lines), and
wildfires cause relatively concentrated damage (affecting 22 nodes and
25 lines), while short-circuit faults typically result in localized impacts
(affecting 2 transmission lines). While detailed weather event modeling
using historical data could enhance event prediction accuracy, and
impact assessment methods like fragility curves could improve damage
estimation; the proposed metric focuses on resilience evaluation once
component failures are identified. The actual extent and severity of
damage in real-world scenarios would vary depending on the event
intensity, geographical location, and other factors specific to each
event. The development of detailed weather modeling and impact
assessment methods integrated with the proposed resilience metric
could be considered in future works. For all contingency analyses,
we assume that damaged nodes and lines are automatically isolated
through protective devices at the buses. While these protection devices
are not shown in Fig. 3, their operation is critical for isolating affected
sections and enabling the evaluation of remaining paths to serve critical
loads through various switching configurations.

6.1. Contingency I: Flood

For operational resilience evaluation, we take flood contingency
into account, as shown in Fig. 15. This incident disrupts the power
supply from the main substation, prompting the utilization of four
available DERs to sustain the supply and fulfill the demand for critical
loads [55]. As tabulated in Table 11, a total of 16 load nodes, 9 no-
load nodes, 3 switches, 2 power sources, and 28 lines are damaged.
Considering the existing network, the topological network parameters
and the parameters relevant to supplying critical loads are computed.
Subsequently, resilience scores for the 16 switching configurations are
computed for Cases A to D, and the highest scores are obtained for
Case D and shown in Fig. 16. Out of the 16 switch configurations,
only 4 configurations have the ability to meet the critical load demand
through paths/combinations. Though the remaining 12 configurations
cannot meet the critical load demand, they still have some resilience
values, indicating that they still have the infrastructure available to
supply critical loads. Configuration 4 has the highest resilience score,
0.4377, and is the preferred switch configuration during this extreme
event.

For the same fault condition, a resilience curve is obtained as shown
in Fig. 17, which provides insights into how switching operation influ-
ences the system’s resilience [13]. The resilience curve is constructed
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Table 11
List of damaged components for each contingency event.

Event Load
nodes

No-Load
Nodes

Switches Power
Sources

No. of
lines

I 1, 2, 4,
5, 6, 7,
9, 10,
11, 12,
16, 17,
19, 20,
22, 24.
(16
nodes)

149, 3,
8, 13,
14, 15,
18, 23,
135.
(9
nodes)

150–149,
13–152,
18–135.
(3
switches)

Main
Supply,
DER at
node 21
(2
sources)

28

II 73, 68,
69, 70,
71, 98,
99, 100,
102,
103,
104.
(11
nodes)

60, 61,
610,
160,
67, 72,
97, 197,
101,
450.
(10
nodes)

61 – 610,
60 – 160,
97 – 197.
(3
switches)

DER at
node 56
(1
source)

25

III 1, 2, 4,
5, 6, 7,
9, 10,
11, 12,
17, 96,
94, 52,
53, 58,
59, 68,
69, 70,
71, 74,
75, 98,
99, 100.
(26
nodes)

149, 3,
8, 14,
13, 15,
152, 54,
57, 60,
160, 67,
97, 197,
450.
(15
nodes)

150 –
149, 13 –
152, 60 –
160, 97 –
197, 36 –
57.
(5
switches)

Main
Supply.
(1
source)

50

IV – – – – 2

using the proposed resilience metric. The curve is drawn considering
the planning and operational resilience and it visually captures the
impact of strategies on the system’s ability to withstand and recover
from adverse events. Initially, at point A, the system operates with 4
DERs with a resilience score of 0.6447, indicating the normal operation
of the system. Following the flood event, the system transitions into
a degraded state at point C, with its resilience reduced to 0.4161,
reflecting the immediate impact of the disruption. At point D, the
resilience score is 0.5494; the system shows initial recovery efforts
using the switching action of existing switches in the network under
fault conditions. After the infrastructure is restored to its initial state,
the system’s resilience score returns to its original value of 0.6447 at
points E and F, indicating full recovery from the immediate impacts
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Fig. 15. Contingency I: Flood.
Fig. 16. Resilience scores for possible switches topology during contingency I: Flood.

of the fault event. The return to Case A reflects the system reverting
to normal operation, balancing all loads and other operational factors
beyond system resilience. Once the system is restored, the system
operator could consider enhancing the resilience further by selecting
the existing switches in the network to 0.8975 at points G and H. The
resilience could be further enhanced at point I with a resilience score of
0.9351 where the system achieves its highest resilience using additional
switches. The inclusion of these points highlights the ongoing nature
of resilience planning and the potential for continuous improvement. It
also acknowledges that while resilience is crucial, DSOs must balance
it with other operational factors and constraints in their decision-
making process. This approach provides a comprehensive view of both
immediate and long-term resilience strategies.

6.2. Contingency II: Wildfire

Disturbances in EDS and the vulnerability of the infrastructure,
particularly in conditions of heightened fire risk, could potentially
trigger the onset of wildfires [56]. The source of power distribution
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system faults are diverse, falling into categories such as vegetation-
related issues, failures in electrical apparatus, deficiencies in poles and
cross-arms, and line failures [57,58]. The wildfire event is considered as
shown in Fig. 18. The affected network is isolated, and using available
sources, the critical load demands are met. As tabulated in Table 11,
a total of 11 load nodes, 10 no-load nodes, 3 switches, 1 power
source, and 25 lines are damaged. The possible switch configurations
are identified and the resilience scores are computed for Case A to
D. The results of Case D are shown in Fig. 19, the configuration
13 has the highest resilience score of 0.43444. Other configurations
1, 5, and 9 are also able to meet the CL demand through possible
paths/combinations, while the remaining configurations only have the
infrastructure resilience parameters.

The resilience curve for wildfire event is shown in Fig. 20. Ini-
tially, the system is operational with 4 DERs with a resilience score
of 0.6447. Subsequent to the onset of a wildfire event, the resilience
score is reduced to 0.3082 at point C, which quantitatively reflects
the acute degradation of system operation. Through the application
of strategic grid reconfiguration, the resilience score is improved to
0.5395 at point D, indicating preliminary restoration efforts. Further,
the resilience reaches points E and F, where the metric is restored
to its initial value of 0.6447, showing full operational recovery from
the wildfire’s perturbations. Once the system is restored, the system
operator could consider enhancing the resilience further by selecting
the existing switches in the network to 0.8975 at points G and H.
The resilience enhancement phase culminates at the point I, where
the system’s resilience metric peaks at 0.9351, achieved through the
implementation of infrastructural modifications.

6.3. Contingency III: Hurricane

Meteorological records indicate that hurricanes typically form in the
ocean and advance toward continents. Upon landfall, the hurricane’s
intensity swiftly diminishes as it progresses further inland, influenced
by the finite heat capacity of the soil surface. Consequently, distributed
systems located in coastal areas bear the brunt of the most severe
damage during a hurricane event. The system is assumed to have been
impacted by a severe hurricane [59], resulting in approximately half
of the nodes and connecting lines being impaired as shown in Fig. 21.
As tabulated in Table 11, a total of 26 load nodes, 15 no-load nodes, 5
switches, 1 power source, and 50 lines are damaged. This hurricane has
led to the formation of two islands, where the supply of critical loads
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Fig. 17. Resilience curve during contingency I: Flood.
Fig. 18. Contingency II: Wildfire.
Fig. 19. Resilience scores for possible switches topology during contingency II:
Wildfire.
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could only be maintained through integrated DERs of the network.
There are only two switch configurations where only isolated paths are
available for supplying critical loads in Case A and Case B, while Case C
and Case D do not have any paths/combinations in all configurations to
supply CLs. Case B has the highest resilience score, with configuration
5 having a score of 0.26719, as shown in Fig. 22.

The system initially has a resilience score of 0.6447 at point A,
indicating the initial resilience as shown in the resilience curve for
Fig. 23. The system is affected by a severe hurricane, leading to a
significant drop in resilience to 0.2658 at point C, showcasing the im-
mediate adverse effects on the system’s functionality. Switching to Case
D is strategic employment by the existing network switches for initial
recovery with a resilience score of 0.3492. After some time, restora-
tion continues, and the system’s resilience reaches again to 0.6447
at points E and F, showing a complete recovery from the hurricane’s
impacts. After the restoration of the system, the operator could plan to
enhance the resilience further by selecting the existing switches in the
network to 0.8975 at points G and H. Through additional infrastructure
enhancements and strategic DER integration, the system achieves its
highest resilience score of 0.9351, showing at point I. This final state
not only signifies a full recovery but also an enhanced preparedness,
equipping the system with superior resilience against future disruptions
and illustrating a significant advancement from its initial resilience
capabilities.
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Fig. 20. Resilience curve during contingency II: Wildfire.
Fig. 21. Contingency III: Hurricane.
Fig. 22. Resilience scores for possible switches topology during contingency III:
Hurricane.
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6.4. Contingency IV: Short circuit event

Another situation is considered as mentioned in Table 11, two three-
phase lines between 13–18 and 50–51 are intentionally disconnected or
tripped as a result of a fault, such as a short circuit shown in Fig. 24. We
have evaluated the resilience scores for various switch configurations
for Case A to D and the scores of Case D are shown in Fig. 25. All
16 configurations are able to meet the CLs, and configuration 13 has
the highest resilience score of 0.41225, which is even higher than con-
figuration 16 due to the higher values obtained through infrastructure
resilience parameters.

The resilience curve for short circuit event is shown in Fig. 26.
Initially, at point A, the system is operational with 4 DERs showing a
resilience score of 0.6447. During a fault event, the system’s resilience
reduces to 0.6025 at point C, showing the immediate effects of the
disruption. Service restoration begins at point D, where the resilience
score rises to 0.6269 using existing switches within the network. This
trajectory towards full system recovery is further illustrated as the re-
silience score is fully restored to 0.6447 at points E and F, indicating the
system’s rebound from the impacts of the fault event. After the restora-
tion of the system, the operator could plan to enhance the resilience
further by selecting the existing switches in the network to 0.8975
at points G and H. The resilience enhancement is observed at point I
through the application of additional infrastructural modifications and
the system reaches a peak resilience score of 0.9351.
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Fig. 23. Resilience curve during contingency III: Hurricane.
Fig. 24. Contingency IV: Short-circuit event.

Fig. 25. Resilience scores for possible switches topology during contingency IV: Short-
circuit event.

It is observed that under normal operating conditions, resilience
is maximum when all switches are closed. However, under extreme
events, it is observed that the resilience value is higher for other switch
configurations. The same extreme events could occur in the different
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locations of the EDS, and the resilience of the system could be improved
by an assessment of regional vulnerabilities to identify why certain
areas were more affected. Also, a strategic placement of DERs would
provide alternate paths to meet CLs when other sources are unable
to find paths to provide supply to CLs. Smart grid technologies could
also be employed to enhance fault detection and facilitate automatic
recovery processes. Moreover, the decentralization of power distribu-
tion through microgrids and distributed generation could enable parts
of the network to remain operational independently during disrup-
tions. Proactive investment in preventive measures, including routine
maintenance, will significantly mitigate outage risks. Finally, refining
emergency response strategies, regular drills, and clear communica-
tion will ensure swift and efficient action during crises, minimizing
downtime and expediting service restoration.

It is to be noted that restoration strategies are fundamental to system
resilience but are inherently system-specific, varying with operator
expertise and available resources. The proposed metric quantifies re-
silience through electrical service and topological parameters that pro-
vide consistent measurement across different systems and operational
states. While the metric excludes specific restoration methodologies to
maintain standardized assessment capabilities, it enables operators to
evaluate restoration effectiveness by comparing resilience scores before
and after restoration activities.

The step-by-step decision-making process of the electrical distri-
bution system operator in Fig. 27. The performance of the system
is continuously monitored, and the detection of extreme events is
checked. Following the detection of such events, the operator needs
to isolate the affected areas for the prevention of cascading effects and
assess the extent of system degradation. The disruption of service to
CLs needs to be checked, and if the load demand is not met, possible
switch configurations are checked, and the most resilient configuration
is selected. During this time, the operator could complete the repairs
to the infrastructure and gradually restore the service to all customers.

6.5. Summary: Alignment of the proposed metric with key enablers of the
resilience analysis process

The proposed resilience metric for EDS is designed to provide
decision-makers with a comprehensive tool for analyzing both topo-
logical characteristics and functional aspects of the network, thereby
helping to prioritize improvements and investments. This metric fa-
cilitates comparisons across different power distribution systems by
incorporating both topological and functional parameters, making it
applicable in both operational and planning scenarios. Moreover, the
proposed metric is characterized by its adaptability and scalability,
allowing it to effectively capture varying timeframes and geographical
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Fig. 26. Resilience curve during contingency IV: Short-circuit event.
Fig. 27. Decisions to be taken by distribution system operator.

contexts. It combines quantitative measures, such as percolation thresh-
old analysis and the number of critical loads served, with qualitative
measures like information centrality, providing a balanced assessment
of resilience that accommodates both numerical data and qualitative
insights. The inclusion of percolation threshold analysis helps iden-
tify critical points in the network, considering uncertainty and the
potential for cascading failures, thus offering a more robust resilience
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assessment. From the resilience curve provided by the proposed metric,
decision-makers could gain an understanding of the system’s recovery
capabilities, which is essential for assessing and improving the recovery
time after an outage.

7. Conclusion

This paper presents a comprehensive framework for evaluating and
enhancing the resilience of electrical distribution systems, which is
increasingly crucial in the face of escalating extreme weather events.
The proposed methodology incorporates topology-based and electrical
service-based resilience parameters. It offers a quantitative framework
for assessing and selecting resilient strategies, including the integra-
tion of distributed energy resources and the operation of additional
switches. This metric aligns with the established definition of resilience
provided by the IEEE task force and incorporates key elements iden-
tified by Sandia National Laboratories, ensuring its robustness and
applicability.

The proposed resilience metric has been thoroughly evaluated
against various contingency events, such as floods, wildfires, hurri-
canes, and short-circuit faults, with its effectiveness demonstrated on
the modified IEEE 123 node test feeder. By integrating both topological
and electrical service parameters, the metric provides operators with
a comprehensive analysis that supports risk-based decision-making for
resilient system operation. Also, the resilience curve visually reinforces
the effectiveness of the proposed resilience metric. From the initial
pre-event state through fault events and strategic planning, the curve
achieves a highly resilient system. This signifies the system’s robustness
in withstanding and recovering from adverse events.

Furthermore, the paper introduces a systematic approach to en-
hance resilience through strategic integration of DERs and automated
switches into the EDS. The findings affirm the proposed metric as a
valuable tool for resilience-based planning, presenting operators with a
methodical process to maximize resilience and maintain robust, adapt-
able, and swift recovery capabilities in the face of adversities. The
proposed framework and metric guide future resilience enhancement
initiatives and could become integral to the planning and operation of
resilient electrical distribution systems. In future works, different pa-
rameters that give more insights into the phase transition of the system
could be analyzed. Also, AI techniques that provide early detection of
the grid instabilities leading to blackouts could also be included in the
resilience parameters.
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